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Abstract— we compute the lower bounds on higher-
order nonlinearities of monomial partial-spreads type

bent Boolean function f,(x)=Tr," (Ax*""

xeF ler*n,

2n1

), where

n is an even positive integer and

inverse Boolean function gl(x) =Tr1” (gxz”—Z),

where XeF2n Ae F;n , N is any positive integer. We

also show that our lower bounds are better then the
Carlet’s bounds 2008.
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INTRODUCTION
Suppose F, is a prime field consisting two element 0

and 1. The field an is an extension field over F, of
degree n. an is vector space isomorphic to F2n which is

an n-dimensional vector space over F,. Therefore, F,’

can be viewed as an . Boolean function on n-variable is a

mapping from F," to F,. B, denotes the collection of
all n-variable Boolean functions. The number of one's in
X=(X;, Xy ..., X, )EF," is called the Hamming weight

n

and denoted as Wt(X)=z X; . Boolean function f € B,
i=1

can be written in the following Algebraic Normal Form

(9= @ (]

=(ay,...ay) ey
where peF,. The algebraic degree of f denoted as
deg(f), is the maximum number of one's in the binary
expansion of a such that £, #0. The Hamming distance

between two Boolean functions is the number of places
where functional value of functions does not match.
Boolean function of algebraic degree one or less is said to
be affine.

Definition 1:

0<r <£n, the minimum value of the Hamming distance

Suppose fe B, . For every integer
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of f from all n variable Boolean functions of degree at most
r (r>1) is called the rth-order nonlinearity of f and

denoted by nl, (f). The sequence of values nl, (), for

r ranging from 1 to n-1, is said to be nonlinearity profile of
Boolean function f.

The nonlinearities of Boolean functions is an important
aspect in the security of the stream ciphers as well as block
ciphers. In symmetric ciphers, Matsui [24] found the
relationship between explicit attack and nonlinearity. The

best asymptotic known upper bound [6] on nl (f) is
given as

Ji5

nlr(f)=2“-1—$(1+ V2)%.2240(n" ).

Kavatiansky and Tavernier [9, 18] proposed an algorithm
to compute the second-order nonlinearities by using list
decoding algorithms for higher-order Reed-Muller codes.
Later it was improved and implemented by Forquet and
Tavernier [10]. This algorithm works efficiently  for
N<11 and for N<13 for some particular functions. No
efficient algorithm is proposed to compute the rth-order
(r>2) nonlinearity of Boolean functions. Although, some

theoretical results on the lower bound of higher order
nonlinearity are known. Garg and Khalyavin [14] have
found the higher-order nonlinearities of Kasami function.
The third-order nonlinearities for a subclass of Kasami
functions was found in [15]. For more results in this
direction we refer to [11, 12, 13, 14, 20, 27, 28, 29]. Carlet
[4] provides a technique of computing lower bounds of
higher-order  nonlinearities of Boolean functions
recursively. In this paper, we use technique developed by
carlet [4] to compute the lower bounds on higher-order
nonlinearities of monomial partial-spreads function

f,(x)=Tr" (Ax*""), where x e F
even positive integer and inverse Boolean function
g,(x)=Tr" (/1X2n_2), where X € an JAe F; , nois

any positive integer. We also show that our lower bounds
are better than the Carlet’s bounds 2008.

2n,ﬂuern,n is an
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PRELIMINARIES
Definition 2: The Walsh transform of

A€F," is defined as

Wf (ﬂ,) — Z(_l)f(x)Jri-x

xeFy)'

[W, (1):AeF," ]is called the Walsh

spectrum of f. The nonlinearity in terms of Walsh spectrum
is defined as follows

ni(f)=2"" —%mavavf (Al

AeFy)

feB, at

The multiset

Definition 3: The derivative of f B, with respect to

ae an is a Boolean function and defined as
D,(X)=f(x+a)+ f(x)forall xeF,,.

Definition 4: Suppose a,,d,,...,8, is a basis of I-
dimensional subspace V of an . The Ith derivative of f
with respect to V is a Boolean function defined as

D, f(x)=D, D, ,..D, f(x)forall xeF,,.

The Ith derivative of f is independent of the choice of
the basis of V. The trace function is a mapping from an
into F, and defined as

2 n-1
Tr' (U)=u+u®+u® +..+u” forall ueF,.

For given any U,Ve an , Tr," (uv) is called an inner
product between u and v. The general linear group
GL(m, F,) is the collection of all mxm non-singular

matrix with entries either 0 or 1. In other words, this is the

collection of all invertible linear transformations on F," .

A positive integer t can be represented in its binary
|

expansion as Zti 2' . We define a partial order denoted
i=0
by < between any two positive integers as follows: t and

t'satisfy t<t if and only if t,<t, for all i. If t<t

but t#t , then it is denoted by t <t .

Definition 5: Boolean function f B, is called affine
equivalent to heB, iff there exists M eGL(n, F,),,
h(x)=f (Mx+c)
where £+ X denotes an

c,uek, ,0eF, such that
+ - X+6 forall XeFZn,

inner productof 4 and X.

Lemma 1. ([1], Propoitionl): Suppose U is a vector
space over a field Fq of characteristic 2 and R:U — Fq

be a quadratic form. Then the dimension of U and the
dimension of the kernel of R have the same parity.
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The Walsh spectrum of a quadratic Boolean function
(algebraic degree at most 2) is completely characterized by
the dimension of the kernel of the bilinear form associated
to it. For more description, we refer to [1, 23]. The bilinear
form associated with a quadratic Boolean function f on n-
variables is defined as

B(u,v)=f(0)+ f(u)+ f(v)+f(u+v) The kernel
[1, 23] of B(U,V) is the subspace of F, defined by

g =ucF, :B(u,v)=0, forallveF,, |

Definition 6:  ([21], Page 99): A polynomial of the

n .
form L(X)=Z:0(ixq is called a Linearized polynomial
i—0

(g-polynomial) over Fqn where the coefficients ¢;

1
belongs to an extension field Fqn of Fq.

Carlet [4] proved the following useful result.
Proposition 1. ([4], Proposition 2) Suppose f is a n-
variable Boolean function and r is a positive integer less
than n, we have

il ()2 maxnl, , (0, ()
in terms of higher-order derivatives
nlr(f)zz—li max nl _,(D, D, ...D, (f)).
Lemma2. [1 23] Let B(u,v) be a bilinear form

associated to a quadratic Boolean function f :an - F,.

Then the Walsh spectrum of f depends only on the
dimension, k, of the kernel, &, of B(u,V) . The weight

distribution of the Walsh spectrum of f is:

W; (o) | Number of «
0 2n _ 2 n-k
nek k-1 n—k-2
22 2 2 4(-Df@2 2
Nk n-k-1 n—k—2
22 2 2 —(-)) f9 2

We denote a condition [k, Ci.Cp ] such that

n
1. Y=k
i=0
2. ¢, >0forall i=i,..,m.

3. ¢ AC;=0 for all
A means bitwise AND operations.

1<i<j<m  where

This condition means that non-zero bits from binary
representation of k are split to n non-empty non-intersecting
groups.
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Lemma 3. [14] Forall t > Oand k >0

Zxaoaflll“ata; + 27k|

D, D, ..D, (x*)=

[k, aqy, aq ety ] Y€V
where V, is the subspace spanned by a,...,a, .
MAIN RESULTS
Theoreml. Let f,(X)=Tr" (Ax*""), where
X eF2n ,Ae F*n. Then
f,(x 22 :
-0y (T2 00)=
Proof: Let b be any positive integer. We know
that2° —1=2"" 4+ 2% + ...+ 2+1. Therefore there are b

n

ones in the binary form of (2° —1). Let p=22 —1. So

n
the algebraic degree of f, (X) isz. By Proposition 1, we

get

(f.(x)=

( —( -1) D9y &, an
2" =)

(G (x)),

(1.0)
where

G(x)=nl(D,D,,..D,, (f,().

By Lemma 3,

(D,D,,-D,, (1,00)>TE"(H(x),

Where

&
(5-2)
x@aj.a  + Y yP,

G2 5

H(x)=
-2

n - .
Clearly p=22 —1has E ones in its binary form and

each ;>0 for all i. Therefore each ¢; must have at

least 1 one in its binary form. Therefore o, must have at

most 2ones in binary form. If the above Boolean function is
quadratic. Then  the nonlinearity of

(D, D, .-D,  (f,(X)) is equivalent to the
(E*Z)

nonlinearity of h, (X). where h, (X) can be obtained by
omitting constant and all the terms of Wt(,)=1 in the

sum. The bilinear form B(X, y) associated with h, (X)
is given as
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B(x,y)=h,(0)+h,(x)+h,(y)+h, (x+y).
Then we will have

n

B y)=Tr!| Sy4| Y

i=1

Ax®al..a (2 K
¢-2)

p.a, B oy,
ﬂl 1 (%72)

n

2

B(x, y)=Tr"| D y" Pi(x) |,

i=1

a n
-2
P.(x)= >, Ax“an ...a(ﬂiz)
2
{p,a,ﬁi,al ..... a(g—z)}

Due to the linear property of trace function, it can be
written as

B(x y)= YT (¥ P, (0)

all a, B, 0y, are equal to the some power
2

2

of 2. Using properties x? =x for all

' (0)=Tr"(x*)

log, 2"/ 3, times.
We get

XeF2n ,

and square each term

n

B(x, y)=Tr" (yz(P (x)?/%),
B(X, y)=Tr" (Y(P(x)))

where

P(x) =i(Pi(x)2"/ﬂi .
The kernel of B(X,y) is¢&; = {XEF ‘P(x)= 0}

The number of elements in the kernel & is equal to the

number of zeros of P(X)

n

)
zeros of P(x)’

, equivalently, the number of

which equals to

SIS K|

=1
p,a,ﬂi,al,...,a(giz)

G- (=) n
22 22 -1
X

k(x)=A 7% x % a s .a, &

where
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This is a linearized polynomial in x. So by Lemma 1,
k<(n—2),since n is even. Therefore, for all Xe F..

we have
n+k

o (F0))<2?
(>-2)

2

W(DalDaz

(f,(x) <2™

(DalDaz Dy n
G

nlo,o, .0, (f,(X))= onl_on-2 _on-2
2-2)

Hence by equation 1.0

nl (fl(x))=22.

n
(r=-1)

Theorem?2. Consider the Boolean function
2"-2
0, (X) :Trln (ﬂX )’
where X € an Ae F;n , N is any positive integer. Then

nI(r:(n—2)) (gi (X)) > 2.

Proof: We that
2" —2=2""1 42"t 42742 Therefore,
wt(2" —2)=n-1. Let p'=2" -2 . So the algebraic
degree of g, (X) isn—1. By Proposition 1, we have

(G, (%)),

know

max

..... (n-3) ern

1
Nl (n-2 (9 (X))ZWal
where
G,(x)=nl(D, D,,..D,__ (g,(x).

By Lemma 3
(D,,D,, D, , (9, (x)=Tr" (H,(x)),

where
> x a]f‘l...a(“rﬂg;’ + >y

H 1 (X) =
P\ @, 0 X (n-3) 7€ V(n-3)

Each a; must have at least 1 one in its binary form

because pP'=2" —2 has n—1 ones in its binary form

and each ¢; >0 for all i. Therefore o, must have at most

2 ones in binary form. If the above Boolean function is
quadratic. Then the nonlinearity

of nl(D, Daz...Da(H) (9,(x)) is equivalent to the
nonlinearity of h', (X) where h', (X) can be obtained
by omitting constant and all the terms of Wt(e,)=1 in
the sum. The bilinear form B(X,Y) associated with
h', (X)

B(x,y)=h", (0)+h", (x)+h", (y)+h", (x+Y).
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Then we get
n-1 v
B(x, ¥)=D.Tr"(y"Q;(x)),
j=1
where
Qj(X){ Zﬂx%af”---af’éia?]
P, i 0 Qnog)

where all «, Vi1Opyeen Qg are equal to the some

power of 2. x? =x  for

all xeF,,, Tr"(x)=Tr (x?) and square each term

Using  properties

log, 2“/}/j times. We will have
B(x, y)=Tr" (y(Q(X)),

where

Q=3 7"

The kernel of B(X,Y) is ¢, :{Xe F :Q(X)zO}. :

The number of elements in the kernel &g

number of zeros of Q(X) , equivalently, the number of

is equal to the

zeros of Q(X)?' ™. The minimum degree of x in the

expression of Q(X) "1 is 2. Therefore number of zeros of

N~

Q(X) is equal to the number of zeros of Q(X)? . Let it be

denoted by L'(X)

L'(x):ni(

=i

> (Kl(X))J :

pa, Vi@ (n-3)

where
[2(n—1) 71] a[z(H) 71] (2(”4) 1] [mel)
k(x)=4" " X 7 <':‘llm1 7i ...a(n,3)“(“’3> %

Clearly, L'(X) is a linearized polynomial in x. The degree

of L'(X) will be at most degree 2" Hence by Lemma 1,
k <(n—2),for n is any integer (even or odd). Therefore,

forall Xe an , we have

n+k

Wi, o, .0, (9,(x) <22

2 “a(n-3)

W, o,,.0,, , (9, (X)) <2™

2 a(n-3)

o, (0,00) 2271272 =22

nI(DalDaz“' a(n-3)

Hence by equation 2.0

nl(r:(n—z)) (g/l (X)) > 2.
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Remark 1. [5, 6] It is to be noted that Boolean function
2"-2 *

f,(%y)=Tr" (Axy= ), where X,y eF,,, AeF,
and n is an even positive integer is affine equivalent to

2"-2 *

fOy)=Tr" (xy* %), for all AeF, X YyeF,.
Similarly  Boolean function g, (X) =Tr," (Ax* 2),
where Xern, Ae F;, n is any positive integer is
affine equivalent to g(x)=Tr," (x>"7?), for all
Ae an. Therefore, the lower bounds of nonlinearities of

f,(X,y)and g,(X) are same as the lower bounds of

nonlinearities f (X, y)and g(X) respectively.

COMPARISON
It is proved in [5] that the higher-order nonlinearity of

Dillon bent function f,(X,y)=Tr" (Axy? %), where

Ae an and n is an even positive integer, is

nIr (fl(X, y))=2 n_:L_Ir'
Where

L 22 i,

It is also proved in [4] that the higher-order nonlinearity
of Inverse Boolean Function g, (x)=Tr" (Ax27?),

where Ae F;n , N is any positive integer, is

nIr (gﬂ(X))ZZ n71_Sr'

Where

NS

s, =272,

s, =" —1)(s, , +1)+2"2.

We give the lower bound of Dillon bent function obtained
in [5] and the lower bound monomial partial-spreads
function obtained in 1 in Table 1.
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w

rn 4, 5, 6, 7, 8, 9, 10,
! 8 |10 |12 | 14 16 18 20 22

Lower
Bound
obtained
in [5]

Lower
bound
obtained
in
Theorem
1

16 | 32 | 64 | 128 | 256 | 512 | 1024 | 2048

Tablel. Comparison of the Lower bounds of higher-order
nonlinearities .

In the case of inverse Boolean function, the lower bound
of r=(n-—2) th-order nonlinearity on n-variables
obtained by Carlet [4] are trivial (negative) while we find
the lower bounds of r= (N — 2) th-order nonlinearity on

n-variables is 2, where (n = 4, 5, 6, 7, ...). Therefore, it
shows that our obtained lower bounds are better than the
Carlet's bounds [4, 5].

CONCLUSION
In this paper we compute the lower bounds of higher order
nonlinearity of monomial partial-spreads type Boolean
function and inverse Boolean Function. In both cases, the
lower bounds obtained by Carlet's bounds [4, 5] in both
cases are trivial. Our lower bounds obtained in Theorem 1
and Theorem 2 are better then Carlet's bounds.
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